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resistant hash functions, we build such commitments in 4 rounds.

Keywords: Commitments, selective opening attacks

1 Introduction

Selective opening attacks against commitment schemes occur when the commitment
scheme is repeated in parallel and an adversary can choose depending on the commit-
phase transcript to see the values and openings to some subset of the committed bits.
Commitments are secure under such attacks if one can prove that the remaining, un-
opened commitments stay secret. Related notions such as chameleon blobs, equivo-
cal commitments, and trapdoor commitments have been widely studied in the litera-
ture [BCC88,BCY89,Fis01,Bea96, DCIO98, DCO99]. The notion of selective opening
security that we study here was defined by [DNRS03]. One of the primary motivations
of studying such commitment schemes is their application to parallel composition of
zero knowledge: when used as the commitment scheme in, say, the zero knowledge
protocol of [GMW86], that protocol remains zero knowledge under parallel compo-
sition (which is not known to be the case when using a commitment scheme without
selective opening attack security).

[BHYO09, Xial1] studied the optimal round complexity for commitments secure
against selective opening attacks. [Xial1] claimed round-optimal constructions under
parallel composition, but it was subsequently shown in [ORSV11] that there were flaws
in the argument of [Xiall]. In particular, [ORSV11] gave a 3-round construction in the
case of computationally binding (and statistically hiding) commitments secure against
selective opening attacks. The (corrected) lower bound of [Xiall] states that this is
optimal (for black-box simulation).

[ORSV11] leave open the question of round-optimal black-box constructions of
statistically binding commitments secure against selective opening attacks. The statis-
tically binding commitment of [Xiall] is 5 rounds, but in light of the flaw discovered
by [ORSV11], the lower bound is 4 rounds.
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Our contribution: in this paper we construct a (¢+2)-round scheme that is secure under
parallel composition assuming the existence of ¢-round stand-alone statistical hiding
commitments (SHC). In particular, 2-round SHC can be built from collision-resistant
hash functions [DPP93, DPP98, HM96], which gives an optimal 4-round construction
of statistically binding selective-opening attack secure commitments.

Our analysis introduces a novel simulation strategy that generalizes the Goldreich-
Kahan simulation strategy for constant-round zero knowledge [GK90]. At a high level,
our strategy differs from the Goldreich-Kahan simulation strategy because it allows the
simulator to continue even if the receiver aborts individual sessions, and it guarantees
that the simulator’s output distribution will be indistinguishable from the distribution
in an interaction with the honest sender even when taking into account the aborted
sessions. In contrast, the Goldreich-Kahan simulation strategy completely aborts if any
individual session is aborted.

2 Preliminaries

We adopt the following standard notation: for a distribution D and a variable x, x <— D
denotes that x is sampled according to D. For distributions Dy, D1, we let A(Dg, Dy)
denote their statistical distance. We say that a function €(n) is negligible if e(n) <
n~“()_ For a bit b, b denotes the complement of b. We frequently use underlined vari-
ables to represent vectors, e.g. b € {0,1}* and b; € {0, 1} for every i € [k].

A commitment protocol is given by a pair of interactive algorithms Send and Rec.
Both algorithms take an input indicating the phase (either com or decom) and a security
parameter 1™, which we often omit. Send takes a one-bit input and both algorithms may
be randomized.

Commit phase: Generate a transcript 7 <—, (Rec(com), Send(com, b)). Send also gen-
erates an internal state variable o.

Decommit phase: Generate (v,b') < (Rec(decom, T),Send(decom, b, c)), where v
is the receiver’s view (including the entire transcript and its random coins) and
b € {0,1, L}, where L denotes that the receiver rejects the sender’s opening.

We will often omit the phase variable (i.e. either com, decom) and the state variable o
when it is convenient and their values are implicitly defined by the context. In this paper
the round complexity refers only to the number of rounds in the commit phase, and we
work only with commitments with non-interactive openings (i.e. the opening consists
of a single message from sender to receiver).

We will study commitments under parallel composition, i.e. the commitment is ex-
ecuted many times simultaneously and, for each ¢, the ¢’th step of the commitment is
finished in all sessions before the 7 4 1’th step begins in any session.

Definition 1 (Binding). Define AdVping to be the supremum over all possible strategies
Send™ (computationally unbounded) that the probability of the following experiment
succeeds:

1. Generate T < (Rec(com), Send™ (com)) along with sender state o.



2. Generate (vg, by) < (Rec(decom, ), Send" (decom, 0, o)) and
(v1,b1) < (Rec(decom, T),Send* (decom, 1, 7)).
3. The experiment is a success if by = 0 and by = 1.

We say that (Rec,Send) is statistically binding if AQVping is negligible. We say it is
perfectly binding if AQvping = 0. We say it is computationally binding if the AdVpjng is
negligible when the supremum is taken over polynomial-size Send”.

The binding property is preserved under parallel composition.

Definition 2 (Statistically hiding (stand-alone)). A commitment Send, Rec is (stand-
alone) statistically hiding (i.e. it is a SHC) if for all (possibly unbounded) Rec”, it holds
that A(Dy, D1) is negligible, where b € {0, 1} and Dy, denotes the distribution of

T <& (Rec*(com), Send(com, b)) along with the private coins of Rec”*.

Definition 3 (Hiding under selective opening attacks). A commitment is secure against
selective opening attacks with black-box simulation if for all k = poly(n), there is an
efficient simulator Simy, such that the following holds. Define AQVpige to be the supre-
mum over all polynomial-size cheating receiver strategies Rec”, all polynomial-size
distinguisher circuits D, all inputs b, of the difference between the probability that D
outputs 1 in the following two experiments (in the following, I C [k] and b; denotes the
vector containing b; for i € I, and likewise for 1, sigmay):

1. Let Send denote k parallel instances of the sender algorithm, Sendy, . . ., Sendy.
(a) Generate T; <, (Rec*(com), Send(com, b;)) along with sender state o; for all
i€ [k].

(b) Rec” outputs a set I C [k].
(c) Generate (v,b;) <, (Rec™(decom, 7r),Send(decom, by, or1)).
(d) Output D(v,by).
2. Simy, samples random coins for Rec* and fixes them; in the following Simy, queries
Rec* for this fixed choice of coins.
(a) Generate I <, SimE* (com).
(b) Generate v <+ Sim,'zec* (decom, I,by).
(¢) Output D(v,b;).

Security against selective opening attacks holds if AdVpjqge is negligible.

This definition is stronger than necessary for many applications (where security is
only needed with respect to certain message distributions and certain families of valid
subsets to be opened). However since we only study constructions in this paper, working
with this definition is stronger than working with weaker definitions.

3 Construction

Let Sendsy, Recsy be the sender and receiver algorithms for a ¢-round statistically hid-
ing bit commitment. A construction for ¢ = 2 exists based on collision-resistant hash
functions [DPP93, DPP98, HM96]. Let Sendy;, Recy; be the sender and receiver al-
gorithms for a non-interactive perfectly binding commitment (e.g. based on one-way
permutations). Our commitment is given in Algorithm 1. The following two lemmas
prove the security of the commitment.



Send’s input: b € {0, 1}.
Commitment phase

1. Rec samples /3 <— {0, 1}" and commits to each bit in parallel using (Sendsn, Recsn)

(namely, Rec plays the role of Sendsy and Send plays the role of Recsp). Let ¢; denote
the transcript of the commitment to 3;. If any c¢; is not well-formed, the protocol aborts.

. Define M (b,n) = (b nEBb)

bn®b
For each i = 1,...,n in parallel, Send samples 7; <& {0, 1}. In parallel, Send uses
Sendni to generate a commitment to all bits of M (b, ;). Call this commitment d;.
Send sends d; to Rec. If any d; is not well-formed, Rec aborts.

. For each i € [n] in parallel, Rec generates an opening ¢; to ¢; and sends it to Send.

Send calculates 3; = Recsn(decom, c;, ¢;). If any 8; = L, Send aborts.

Opening phase

1.

Send sends b to Rec, and for each ¢ € [n], Send opens the bits in d; that correspond to
the row in M (b, 7;) that equals (b, 3; @ b).

Foreachi = 1,...,n, Rec computes the two bits in the row opened by Send, call these
(22, 7). Rec checks that 7 = band 2} = b @ S;. If the check fails, then Rec rejects
and outputs L, otherwise Rec outputs b.

Algorithm 1 4-round statistically binding and selective opening attack secure commitment




Lemma 1. Algorithm 1 is statistically binding.

Lemma 2. The simulator given in Algorithm 2 proves that Algorithm I is secure against
selective opening attacks.

Proof (of Lemma 1). Fix any Send™ a (possibly cheating and computationally un-
bounded) sender strategy. Let (¢, d, ¢) < (Rec(83),Send™) be the commit-phase tran-
script: ¢ denotes the n parallel SHC to 3 sent by Rec, d denotes the n non-interactive
commitments to matrices my, ..., m, sent by Send* in response to ¢, and ¢ denotes
Rec’s opening of ¢. Note that given d, m = (my, ..., m,,) are well-defined because the
non-interactive commitment is perfectly binding.

We say that a matrix m; matches a bit (; if it holds that the bits in the first column
are different and the XOR of the two bits in each row equals /3;. Formally, this holds if
0,0 19 and also m?* = m{’l @ f; forall j € {0,1}. We say that m matches 3 if

i i %

for all 4 € [n] it holds that m,; matches j;.

Claim. Let (c,d, ¢) denote a valid commit-phase transcript. Let 3 be the opening of ¢
using ¢, and let m be the opening of d. Given this commit-phase transcript, Send™ can
successfully break binding iff 7 matches 3.

Proof. Suppose m matches 3, then for each i € [n] there exists a row in m; that equals

(0, B;) and a row that equals (1, 3;). Therefore, it is possible for Send* to generate an
opening to the row that equals (b,b @ §;) for all b € {0, 1}.

Suppose that Send™ can open to both values of b € {0, 1}. This means it can open
each d; to (b,b@® ;) for both b € {0, 1}. Since Sendy is perfectly binding, therefore it
must be that 7 matches S. |

A standard argument says that soundness holds because the initial commitment to
B by Rec does not contain any information about /3, therefore it is impossible for Send™
to commit to m that will match 3. N

For the sake of completeness, we give a formal proof: by the statistical hiding
property of the initial commitment, we have that for any 5, it holds that (c,d) <

(Rec(j3),Send*) and (c,d) < (Rec(0"),Send*) are n~“(V)-close in statistical dis-

tance. Therefore we may write:

Advping < Pr [d opens to m matching /3]
B+pr{0,1}71 [
(c,dy8) ¢ (Rec(8),Send*)

= Z 27" Pr [d opens to m matching 3]
(¢,d,¢)«r (Rec(8),Send*) I

Befo, 1}
<o P d . ek o
a Be{;l}n (971,@<—R(Rez(on)75end*)L opens to m matching ﬁ] In

<o My nfw(l)

where the last inequality holds because if m matches one 3, it cannot match any g’ #*
B, and so the sum of the probabilities is bounded by 1. This means that Send” has a
negligible probability of breaking binding. |



4 Analyzing the simulator

Proof (of Lemma 2). We use “initial commitment” to denote the SHC used by the re-
ceiver in the first step of the protocol. We use “final commitment” to denote the overall
selective-opening attack secure commitment we are trying to simulate. As is typical
with black-box simulation strategies, this simulator tries to rewind Rec* to discover
the values in the initial commitment, and then use those values to construct a final
commitment that can be opened to both 0 and 1. One subtlety where care is need is
the possibility of individual sessions aborting. We observe that, for each session j that
successfully completes the initial commitment, the simulator needs to successfully dis-
cover the committed 37 just once (the receiver cannot change it, otherwise this would

contradict the binding property of the initial commitment). Once 3 is discovered, the
simulator can always successfully open the final commitment to both 0 and 1 in session
J-

The idea is to successively increase the number of sessions where the simulator
knows ﬂj , so that eventually Rec™ will be non-aborting only in sessions where the
simulator can open to any value and therefore the simulation can be successfully ter-
minated. Care must be taken that one does not bias the distribution of non-aborting
sessions in the final transcript. The intuition is the following strategy: suppose at some
point we know that how to reveal arbitrary values for some set of sessions X . The next
time the simulator queries the receiver, if the set S of non-aborting sessions returned
satisfies S C X then the simulator can successfully open any subset of .S that the re-
ceiver requests and so we can terminate the simulation. Otherwise, S € X and so we
have increased the number of sessions where we know ﬁj , and so in future samples we
have a better chance of being able to open all the non-aborting sessions to both 0 and
1. However, in order not to bias the distribution of opened sessions, in future iterations,
if the simulator receives a response from the receiver whose non-aborting sessions are
contained in X, we ignore it and resample. The actual simulator follows this intuition,
although there are details about how exactly to query the receiver that need to be taken
care of.

As in the case of constant-round zero knowledge, one point we must be careful
about is that the simulator must run in expected polynomial time. This is done by using
the Goldreich-Kahan strategy of estimating the success probability of queries, and then
setting a timeout based on this estimate. In the case of Goldreich-Kahan “success”
means obtaining a response without aborting sessions, while in our case success means
that the set of non-aborting sessions lies inside X but not inside Y, where Y C X are
subsets that evolve during the course of simulation.

4.1 General observations.

The simulator is given in Algorithm 2. In the following we omit k£ from the notation
and write simply Sim. We can divide the simulator algorithm into two parts: the initial
commitment where the receiver commits to some 3’ (consisting of all the steps up to
Step 3), and the remainder. We will frequently analyze the simulator for a fixed value
of Rec*’s random coins and a fixed initial commitment transcript, since this part is
executed exactly once and is distributed identically to the honest interaction.



Given oracle access to a cheating k-fold receiver Rec*:

1.

Initialize X,Y = . Initialize variables 3 L ék to empty. Initialize a counter ¢ to
0 and a timeout 7" to 0.

. Sample random coins for Rec™ and fix them. Sample coins for the honest sender and

execute the initial commitment with Rec®. Write Rec*’s random coins and the initial
commitment phase transcript to the output.

. Let X C [k] denote the set of sessions in which Rec™ does not abort in the initial

commitment. In the following, only continue interaction in 3.

. In the following, if Rec* ever outputs an invalid opening of a commitment in session

J, the simulator interprets this as the receiver aborting in session j. The simulator also
checks the values of all the valid openings, and if Rec* ever opens the same commit-
ment to two distinct values then the simulator outputs “binding broken” and halts.

. Define F(vy, ) = (Iy B ,Y).

vBeY

. First loop: Repeat the following:

(a) Dummy commitments: For each j € X,i € [n], sample v/ < {0,1},0) <
{0,1} and generate commitments to F'(y7,7). Call these commitments d’ =
(d,...,d%). Send &’ to Rec*.

(b) Read Rec™’s response, call this s. Let S C X' be the set of non-aborting sessions
in s. Do the following:

i. If §$ = X =Y = o (this can only occur in the first iteration), write the &
and s to the output and halt.
ii. If S CY, continue the loop.
iii. If S Z Y and S C X then break the loop.
iv. If S X thensetY < X, X < XU S, andforall j € S\ X, set 87 to be
the value that was opened by Rec*. Continue the loop. N

. Calculate timeout: Repeat the following trial until (nk)? successes occur: for each

j € X, generate d’ by the method in Step 6a, and let S’ denote the set of sessions in
Rec*’s response that are not aborted; the trial is a success if S’ € Y and S’ C X.
Let £ denote the number of repetitions that were used to obtain (nk)? successes. Set
T = min(-5, nk2"") and set t = 0.

. Second loop: Repeat the following while ¢t < T’

(a) For j € X, construct and send d’ to the receiver, defined as:
i. Foreachj € X'\ X, let &’ be generated by the method in Step 6a.
ii. Forj € X and for each i € [n], sample 4/ < {0, 1} and construct d’ to be

a commitment to F'(y/, 37).

(b) Let s be Rec*’s response and S the set of non-aborted sessions in s.
i. IfSCY orS ¢ X then increment ¢ and continue the loop.
ii. Otherwise, it must be that S ¢ Y and S C X. Write all the ¢’ and s to the
output. Complete the simulation as follows:

A. Ask Rec” for a set I to be opened. If Rec™ aborts, then the simulator
halts. Otherwise, Rec* picks a subset I € Z,I C S to be revealed and
the simulator asks for the values {b; } ;. Write I to the output.

B. Foreach j € I, each ¢ € [n], the simulator outputs b; and an opening to
the row in F'(y7, 37) that equals (b;, 3] @ b;).

C. Halt.

9. We exceeded the timeout, so output “timeout”.

Algorithm 2 Simulator Simy, for Algorithm 1




Input: black-box access to a distribution D over [k].

1. Initialize X =Y = @.
2. Repeat the following:
(a) Sample S +— D.If S = X =Y = &, output S and halt.
(b) If S C Y, continue the loop.
() f SZ Y and S C X, output S.
(d) If S ¢ X, then we have seen some new elements (S \ X). Set Y «+ X and
X < X U S and continue the loop.

Algorithm 3 Abstraction of simulator

Fix any choice of Rec*’s random coins and the initial commitment transcript, which
in turn fixes some X~ C [k] of non-aborting sessions so far. This defines a distribution
Dgummy as follows: construct dummy commitments dj for j € X' asin Step 6a and send
these to Rec®, and let s denote the receiver’s response. Let S = S(s) denote the set of
sessions where s contains a non-aborting response (i.e. in those sessions, Rec™ produces
a valid opening of the initial commitment). Let Dgymmy denote the distribution over .S
thus sampled.

For X C ), let gx denote

qx = Pr [S¢Z X] 4.1

S <R Dgummy

Observe that gy is the probability that Rec™’s response contains at least one non-
aborting session.
ForY C X C ¥, define:

x|y = Pr [S Z X ‘ S Z Y] (42)

S<—RDdummy

Remark 1. Forany Y C X, it holds that gx = qx|y - gy, and so ¢x = qx|z  9o-

An abstraction of the simulator. The simulator basically solves the following prob-
lem: we are given black-box access to a distribution D over subsets of [k]. Each time
we obtain a sample S < D, we say that we have “seen” all the elements ;7 € S. The
goal is to output some S’ C [k] such that S’ is distributed identically to D, and each
element of S’ was already seen during the execution of the algorithm. (In our simulator,
having seen some j € S means we have the opening for 37 and so can equivocate in the
j’th session. We also have to do some additional work (Steps 7 and 8 in Algorithm 2)
because we want to output a complete transcript, not just .S.)

In the setting of this abstract problem, the strategy of our simulator is given in
Algorithm 3.

The intuition why Algorithm 3 (and hence our simulator) produces a set that is
distributed according to D is the following claim: for any V' C U C X if we run



Algorithm 3 with X = U, Y = V (rather than X =Y = ©), then it outputs a random
S < D conditioned on S Z V. The reasoning is as follows.

— With probability 1 — g7y we get a sample distributed according to S «<— D con-
ditioned on S C U and S Z V, and this is our output.

— With probability g7y, we get S € U and so we see some new elements, and we
update X, Y. In this case we can use induction to show that, since the new value
Y is U, the final output will be distributed according to S <— D conditioned on
SgU.

Combining the two, the overall distribution is correct. (This intuition is formalized later
in Lemma 10.)

In the following we will analyze the simulator directly (i.e. with all the details per-
taining to outputting a transcript and not just the set of non-aborting sessions), but it
helps to keep this abstraction in mind for intuition.

4.2 Running time.

We first show that the expected running time of the simulator in Algorithm 2 is poly-
nomial. Clearly the steps before Step 6 are efficient, so fix any choice of random coins
for Rec™ and any initial commitment transcript and let X be the set of non-aborting
sessions so far. We count the number of steps starting at Step 6 and afterwards.

We will count the number of iterations in each of the loops, and multiply this by
the number of steps each iteration takes. Therefore, let citgration denote the maximum
amount of time it takes in one iteration of any of the loops: it upper bounds the time
to construct dj , send them to Rec”, and calculate S the set of sessions where Rec*’s
responses are non-aborting and do not break binding, and compare .S to Y and X, and
possibly updating Y, X. It holds that cjteration = poly(n, k).

Let L™ denote UgcCsupp(Daymmy) S+ SUPPOSe at some point in its execution, the sim-
ulator sets X = U andY = V forsome V C U C X*. Let ¢y, denote the total
expected number of steps the simulator takes after having set X = U,Y = V.

Lemma 3. ForallV C U C X*, letv = |V, then it holds that cyyy < (k—v)((nk)?+
4nk)citeration/ qv.

Proof. We prove the lemma by induction.

Base case. Consider the base case where U = X* (and V' C X* is arbitrary). The
simulator repeatedly samples S until it obtains S ¢ V. It takes 1/qy executions of the
loop at Step 6 on average to sample S ¢ V. Each such execution takes cjeration Steps,
so this part contributes a total of citgration/gv On average.

Since U = X*, therefore for any S ¢ V that is sampled, S C X* and so the
simulator goes to Step 7. We count the number of iterations needed to calculate the
timeout: a success in each trial means sampling S’ ¢ V, and so on average it takes
1/qy samples to get one success, and (nk)?/qy to get (nk)? successes. Each sample
takes Citeration Steps, so overall we execute on average (nk)?citeration/qv Steps.

Next, the simulator goes to the loop at Step 8. Here it executes at most 7" iterations.
There are two cases: either T' < 2nk/qy or T > 2nk/qy. The number of iterations



in the first case is at most 2nk/qy . By a standard Chernoff bound, the probability that
the second case occurs is at most 27 "% and in this case we can apply the bound 7' <
nk2"%. Therefore the expected contribution of this loop is at most 2nkcieration/qv +
Citerationk < (4nk — 1)citeration/qv -

Summing up, we get that cx« v < ((nk)? + 4nk)citeration/qv < (k — v)((nk)? +
4nk)citeration/QV-

Inductive case. Suppose U # X*. Suppose the lemma holds for all U’, V' where
|U'| > |U].

It takes on average 1/qy samples to obtain .S Z V. Each sample takes Cieration SO
this contributes Citeration/qv -

For the set S Z V that is sampled, there are two cases:

1. With conditional probability 1 — g7y, we obtain S C U. Let us write py,y =

1 — guv- In this case we calculate the timeout (Step 7). Calculating the timeout
takes on average 1/(gy py,v) samples to obtain a success, and each sample requires
Citeration Steps, so overall this contributes on average py.v - (nk)? - Citeration/(qv -
puv) = (nk)QCiteration/QV steps.
Next the simulator enters the loop at Step 8. This loop runs at most 7" times.
As with the base case, there are two cases: either ' < 2nk/(qvpy,yv) or T >
2nk/(qvpu,v). As before, we may argue that in the first case T' contributes at
most 2nk/(gy pu,v) and the expected contribution of the second case is at most
nk, so overall the contribution is py,v - Citeration (2nk/(qvpu,v) + nk) < (dnk —
1)Citeration/QV~

2. The other case is when S & U. Such an S is sampled with conditional probability
qu|v - In this case we update the variables so that X = U U Sand Y = U, as well
as updating the values of the 7. From this point on, the remaining number of steps
spent in the loop is given by cyus, . Since S € U, therefore |[U U S| > |U| and
|[U| > v + 1, and we can apply the inductive hypothesis. That is, for any such S,
the inductive hypothesis states that

cous,u < (k—v —1)((nk)? + 4nk)cieration/ qu
Therefore, by applying Remark 1, this contributes gy - (k — v — 1)((nk)? +
4nk')citeration/QU = (k —v—= 1)((”k)2 + 4”k')ci'[eration/C]V-
Taking the sum of all the terms we have cy v < (k — v)((nk)? + 4nk)/qy. |

Finally, we observe that the expected running time C' of the simulator is bounded
by:
C =poly(n, k) + qo - Escs,s | S # 2]
< poly(n, k) + qo - Es[k((nk)? + 4nk)cieration/qe | S # 2]
< poly(n, k)
The first poly (n, k) comes from the steps before Step 6 and the contribution from when

the very first iteration of the first loop samples S = @. The second term is the contribu-
tion from when S # @. |



4.3 Indistinguishability

Next we prove that the output of the simulator is computationally indistinguishable
from the honest interaction. To do this we use a sequence of hybrid simulators, which
unlike the simulator know the input b during the entire simulation.

HSim(b)Re<” which is identical to Sim except it knows the input b beforehand and
it has the following modifications:

1. In Step 6a, Step 7, and Step 8a, to construct & for j € X' do the following: for each
i € [n], sample 7] < {0,1} and construct d/ to be a commitment to M (b;,n])
(recall that M was defined in Algorithm 1). 4 .

2. In Step 8(b)iiB, for each j € X, open the row in d; that equals (b;, 5] @ b;).

Namely, it constructs all the commitments honestly, which it can do because it knows
b. Observe that the simulator can still successfully open its final commitments because
they are generated honestly (without relying on learning the 87 sent in the initial com-
mitment by Rec™). B

We define a second hybrid BSim that is identical to HSim except it does not check
whether or not the openings given by Rec™ are consistent (i.e. whether binding is ever
broken). However BSim still calculates and enforces the timeout.

We define a third hybrid TSim that is identical to BSim except it does not check the
timeout condition. (Namely, TSim is like HSim except it enforces neither the timeout
nor the binding broken conditions.)

Lemma 4. HSim®*" (b) and BSimR" (b) both run in expected polynomial time.

Proof. The proof of the expected polynomial running time of Sim applies to each of
these simulators as well: it only used the fact that with high probability the timeout cal-
culation is accurate, and then afterwards bounds the running time by using the timeout.

Namely, one can apply the entire proof with the sole modification being the defini-
tion of the gx, gx|y (Equation 4.1, Equation 4.2), which, instead of using Dyymmy, are
now defined with respect to the following distribution Dy:

Definition 4. Fix a transcript of the initial commitment. Let S < Dy be defined as

follows: construct &’ commitments to bj for j € X as an honest sender would and send
them to Rec™. Let S be the sessions in Rec”’s response that are non-aborting.

Since the actual steps in each iteration of the loops at Step 6a, Step 7, and Step 8 (which
are the only differences between Sim and HSim) never really entered into the proof, one
can apply the rest of the proof for Sim to HSim.

Since the proof never used the fact that Sim sometimes outputs “binding broken”,
and since outputting “binding broken” can only reduce the running time, this same
argument also extends to BSim. |

Let (SimRe" | b) denote the distribution of the output of the simulator, where the
“conditioned on b” notation emphasizes the fact that the simulator does not see b until
it requests some subset I to be opened, and even then it only sees b;. The follow-
ing four lemmas show that, by using these hybrids, it holds that (Sim~®’ | b) and
(Send, Rec™)(b) are computationally indistinguishable.



Lemma 5. For all sufficiently large n,k and all b € {0,1}*, the two distributions
(SimRe™ | b) and HSimRe" (b) are computationally indistinguishable.

Lemma 6. For all sufficiently large n,k and all b € {0,1}*, the two distributions
HSimRe" (b) and BSim"®" (b) have negligible statistical distance.

Lemma 7. For all n,k and all b € {0,1}*, the two distributions BSim™*" (b) and
TSimRe" (b) have negligible statistical distance.

Lemma 8. For all n,k and all b € {0,1}*, the two distributions TSim™" (b) and
(Send, Rec™)(b) are identical.

We now turn to proving these lemmas.

Proof (of Lemma 5, Sim and HSim are computationally indistinguishable.). Suppose
there exists an efficient distinguisher D, a polynomial P(n) and infinitely many n, k =
poly(n),b € {0,1}* such that D distinguishes (Sim*" | ) from HSimR" (b) with
advantage 1/P(n). We build a distinguisher that breaks hiding for (Sendy;, Recyy).

Let C denote the maximum of the expected running times of HSim™" (b) and
(SimRe” | b) and the running time of the distinguisher D. Construct the following
algorithm FE, which is supposed to distinguish oracle O; from O, taking input b €
{0,1}, 8 € {0,1} and behaving as follows:

1. O1(b, 8) outputs a commitment using Sendp; to (b, 3 & b).
2. Oy(b, B) outputs a commitment using Sendy; to (b, 5 & b).
As advice FE receives an input (n, k, b) where D achieves advantage 1/P(n).

E executes SimRe” (i.e. Algorithm 2) except for the following modifications. For
each j € X,

1. In Step 6a and Step 7, for each j € X,i € [n], construct dg as follows: E sam-
ples 1/{ < {0, 1} and calculates by itself commitments under Sendy; to the bits
(bj, v} @ bj), call these d . It calls O(b;, /) to get a commitment to two more
bits, call these dg’l. FE creates d{ by setting with probability 1/2 the commitments
dz,o as the top row and dil as the bottom row, and with probability 1/2 the other
way around. _

2. In Step 8a, for each j € X, 4 € [n], generate d] as follows: E calculates by itself
commitments under Sendy to the bits (b;, 3/ ©b;), call these d} ;. It calls O(b;, ;)

to get a commitment to two more bits, call these dg,l. E creates dg by setting with

probability 1/2 the commitments df-;o as the top row and d{@ as the bottom row,
and with probability 1/2 the other way around. }
3. In Step 8(b)iiB, opens the row in ¢ where it inserted d .

Finally, E applies the distinguisher D to the output transcript and outputs the same
thing as D. Let E€(b) denote E run with oracle O and input b.

Claim. Pr[E®>(b) = 1] = Pr[D(Sim™" | b) = 1].



Proof. The only place where E differs from Sim is in how it constructs & _

Let us look at Step 6a, the case of the other steps is identical (for Step 8a, replace v
by Bf ). For each j € X i € [n], observe that dz constructed according to E using Os
gives a commitment to a matrix where one randomly chosen row equals (b;, 1/{ @ b))
and the other row equals (b;, 7 @©b;). This is the same as a commitment to F(, /) for
v < {0, 1}, which is how Sim constructs d{ . Since the openings to the non-interactive
commitments are deterministic given fixed dg , this means that the distribution of output

of E©2(b) is identical to the distribution of (SimRe" | b). |
Claim. Pr[E® (b) = 1] = Pr[D(HSIm"*" (b)) = 1]

Proof. Again it suffices to look only at the loop at Step 6a. For each j € X,i € [n],

observe that df constructed according to F using O; gives a commitment to a matrix
where one randomly chosen row equals (b;, v/ @ b;) and the other row equals (b;, v/ &
b;). This is the same as a commitment to M (b;,n) for n <— {0, 1}, which is how HSim
constructs dg . Since the opening to the non-interactive commitments are deterministic
given fixed df , this means that the distribution of output of £ (b) is identical to the

distribution of HSim®*" (p). [ |

These two claims imply that E() (b) distinguishes between O; and O with advan-
tage 1/P(n). Furthermore, the expected running time of E is bounded by 2C. Let us
truncate its running time to 6P (n)C, then the distinguishing advantage remains at least
1/(3P(n)). Furthermore, the fact that HSim and Sim are expected polynomial time
means that 6 P(n)C is polynomial. By a standard hybrid argument, this can be trans-
formed into an efficient distinguisher for a single call to O; vs O,. By another standard
argument, this can be transformed into an efficient distinguisher breaking the hiding
property of the commitment. |

Proof (of Lemma 6, HSim and BSim are statistically close.). By definition, HSim and
BSim are identical except in the case that HSim outputs “binding broken”. This can
only happen with negligible probability: otherwise using a standard argument, e.g.
given in Goldreich-Kahan, if C' bounds the expected running time of HSimRee’ (b) and
HSimRe" (b) outputs “binding broken” with non-negligible 1/P(n), then by truncating
the execution of HSim at 2P(n)C' we get an algorithm that outputs “binding broken”
with non-negligible probability ﬁ' By Lemma 4 C' = poly(n, k) and so this algo-
rithm is efficient. This can then be used to break the binding of the commitment used
by the receiver, which contradicts the computational binding property of the commit-
ment. |

Proof (of Lemma 7, BSim and TSim are statistically close.).

By definition, BSim and TSim are identical except in the case that BSim times out.
We calculate this probability. For the following, fix any choice of b, Rec*’s random
coins, and initial commitment from Rec®.

Let By, denote the event that BSim breaks from the first loop with X = U, Y =
V. Since a timeout can only occur when By v occurs with U # &, we observe that:

Bl;lcn[BSm times out] = Z I;rm[BSm times out A By v/] 4.3)
veucs



Since there are less than 22 choices for U, V, it suffices to show that each term of the

summation is bounded by 2=?("*). To do this, we relate Pr[By,v] to the following
quantity:
5U,V = Pr [S CUANS g V} “4.4)
S(—RDQ

where Dy is as defined in Definition 4. We claim that
Lemma 9. PrBSim[BU,V] < JU,V

Let us apply this lemma to complete the proof of the lemma; we will prove the
lemma later. By the lemma, all terms in Equation 4.3 satisfy either Pr[By ] < 277F
or 0y, > 27", The second case is the only interesting one, so fix such U, V. It suffices
to show that Pr[BSim times out | By y] < 277(k),

Let T" denote the timeout calculated in the simulation. Since each trial in the timeout
calculation is a success with probability dy,v-, the expected number of trials necessary

to obtain (nk)? successes is (g; kf. Therefore by a standard Chernoff bound, the prob-
ability that T < 57— is at most 2-"*. (Here the assumption that &y > 27"% is

important, since by definition 7 is limited to be at most nk2"".)

Conditioned on 7" > 5 g’U’fv, the probability of timeout is at most (1 — (5U7V)T <

27-7k/2 1n total therefore Pr[BSim times out | By y] < 27"F 4 277k/2 < 2=nk/3,
Therefore, every term in Equation 4.3 is bounded by 2~("%) and since there are less
than 22% terms in total, the total probability of timeout is negligible. |

We now prove Lemma 9.

Proof (of Lemma 9). Let @ denote a vector of Sendy; commitments (dj )jex. Let z
denote a pair containing a vector of queries @ and a response s from Rec™. For a fixing
of z = (@, s), let Z denote the set of non-aborting sessions in s.

For any z, let A, denote the event that the simulator breaks from the first loop where,
in the iteration that causes the loop to break, the query to Rec* are the queries in z and
the response received is the response in z. By definition, it holds that

BE%[BU’V] = Z B];S)i{n [4:] .5)
2| ZZV,ZCU

The following says that Prgsim[A.] = Pr[(@, s) = z], where @ are constructed as

honest commitments to b and s is Rec*’s response (i.e. the same probability space as
Dy). This implies that the RHS of Equation 4.5 is equal to dy7,y» and Lemma 9 follows.

Claim. For all z where Z # @, Prgsim[A.] = Pr[(@, s) = z].

Proof. Let X" = Ugcoupp(p,) S- If Z € X then Pr[A;] = Pr[(@,s) = 2] = 0 and
we are done, so suppose that Z C X* Forany V' C U C X*, let py,y,, denote the
probability A, occurs, conditioned on BSim ever executing the first loop (Step 6) with
X =U,Y =V (but not necessarily breaking from the first loop with X = U, Y = V).
We prove that

puv,. =Pr[(@,s)=z|S ZV] (4.6)



where S is the set of non-aborting sessions of the response contained in s. This would
imply the claim, since for any z with non-empty Z, we have

Pr[A.] = Pr[S # 0] -Eslps,o,: | S # 2] = Prl(@,s) = 2]
since it must be that the first iteration of the loop sampled S # @ and then conditioned
on this the probability of sampling z is given by pg & .. (This corresponds to our ear-
lier intuition that the abstract sampling algorithm of Algorithm 3 samples the correct
distribution.)

We prove Equation 4.6. If Z C V then both sides of Equation 4.6 are 0. So suppose
that Z < V. There are two cases:

1. Suppose that Z C U. Let us look at the very first sample (@, s) satisfying S € V
that is obtained after the simulator sets X = U,Y = V. If (@, s) # z then either
BSim breaks the loop with this different query/response, or else Y is updated to be
U U S and in the subsequent iterations of the loop, Z is contained in the updated
Y, and so z can no longer possibly be sampled.

Therefore, the only contribution to the probability of z being sampled is when this
first sample (@, s) = z. This occurs with probability Pr[(a,s) =z | S € V].
In particular, this shows that Equation 4.6 holds for any V' C X* when U = X*.

2. Suppose that Z ¢ U. Since the first point establishes Equation 4.6 when U = X*,
we may use induction and assume that it holds for all py ¢, where |U’| > |U].
Since Z < U, it follows that A, only occurs if BSim does not break the loop while
X = U. Therefore, py,v,. equals:

Z PriS=W|SZV]puuwu.z
WquU
=Pr(@s)=2|SZU] > PrS=W|SZV]
WquU
=Prl(a,s) =2 | SZU|P[SZU|SZV]
=Pr[(a,s) =z |S V]

where in the last step we use the fact that Z ¢ U and that for events A, B, C' such
that A implies B implies C, it holds that Pr[A | B]Pr[B | C] = Pr[A | C].

Proof (of Lemma 8, TSim and (Send, Rec™) are identical.).

By definition, the output of TSim and an honest interaction are identical up to the
end of the initial commitment, so fix any random coins of Rec* and fix any initial
commitment transcript. As in Lemma 9, let z be any tuple of queries to and responses
of Rec” to open its initial commitments, i.e. z is of the form (a, s). Let Z denote the set
of non-aborting sessions in s.

If Z = @, then it is clear that the probability that TSim outputs z is identical to the
probability of z being output in an honest transcript, since this can only be output in



the first iteration of the first loop in TSim and by definition this is identical to an honest
interaction.

So consider z such that Z # @. As in the proof of Lemma 9, let A, denote
the probability that the TSim breaks from the first loop and the last query to and re-
sponse received from Rec” before breaking being given by the tuple z. TSim and BSim
are completely identical in the first loop, so we can apply Equation 4.3 to show that
Prrsim[A.] = Pr](@, s) = z].

Let A/, denote the event that TSim outputs z as the query/response in the step cor-
responding to Step 8(b)ii.

Lemma 10. For all z containing at least one non-aborting session, it holds that
Prysim[AL] = Prrsim[A.].

This combined with Equation 4.3 imply that Prys;m[A%] = Pr[(@, s) = z].

If A’ occurs then z is written to the output. From the definition of the TSim, condi-
tioned on outputting z, the rest of the output, namely the choice of I and opening, are
identical to the honest interaction conditioned on outputting z. Since the probability of
outputting = is identical, this proves that TSim " (b) and (Send, Rec*) (b) are identical.

It remains to prove Lemma 10.

Proof (of Lemma 10). If A, occurs, then it must be that TSim breaks out of the first
loop for some U,V satisfying Z ¢ V and Z C U. This is exactly the event By y
as defined in Lemma 9. Likewise, if A, occurs then By must occur for some Z ¢
V,Z C U. Therefore it suffices to show that for all U, V such that Z ¢ V, Z C U and
Pr[By v] > 0, it holds that

/ —
TI;Ir‘n[AZ I BU,V] = TI;Ir‘n[AZ | BU,V] (47)

since we could apply this as follows to deduce Lemma 10:

Pr[A.] = > Pr[A.AByy]= > Pr[AL A Byy| = Pr[A]
UV|ZZV,ZCU U,V|ZgV,ZCU

We now prove Equation 4.7. The LHS is equal to Pr[(a,s) = 2 | S € V, S C U]
because by definition of TSim, it generates & as honest commitments to b and gets a
response s satisfying S ¢ V and S C U (notice this requires the fact that there is no
timeout or binding broken condition).

To evaluate the RHS, let Ey 1 denote the event of TSim ever executing the first
loop with X = U,Y = V. By definition if By, occurs then so does Ey y,. Therefore
we may develop:

Prrsim[A- A By,v]
Pr[A, | Buy] = :
TSirm[ | Bu.v] Prrsim[Bu,v]
_ Prysim[A: A Buy | Eu,v]
Prrsim[Bu,v | Eu,v]

In the last line, we can simplify the numerator to Pr[A, | Ey,v ], because conditioned on
Eyv., A, implies By, y. Since Z C U, it also holds that Pr[A, | Ey v] = Pr[(@, s) =
z | S € V. The denominator in the last line equals Pr[S C U | S Z V].



Therefore we have that
Pri(a,s) =2 | S Z V]
Pr[SCU|SZV]

el Buv) =

Using the fact that (@, s) = z implies that S = Z C U, we can simplify the fraction
to Pr[(a,s) = z | S € V, S C UJ. This proves Equation 4.7 for all U,V satisfying
ZgV,ZCU. |

|

5 Conclusion

Combined with [ORSV11, Xial 1], we now have a fairly comprehensive view of com-

mitments with selective opening attack security (under parallel composition): for sta-

tistically hiding commitments there exist 3-round protocols and these are optimal for

black-box simulation [ORSV11,Xial 1], and for statistically-binding commitments there
exist 4-round protocols and these are optimal for black-box simulation [ORSV11,Xiall].
Interestingly, the situation is the reverse of stand-alone commitments, where we know

non-interactive statistically-binding commitments yet the minimal complexity of statis-

tically hiding commitments is two rounds (without setup assumptions).

[ORSV11] showed that their statistically-hiding commitment is not only secure
under parallel composition but also under “concurrent-with-barrier” composition: the
commit-phase may occur with arbitrary scheduling of the messages, but the reveal phase
happens at the same time across all sessions. An interesting open question is to show
whether this is possible for statistically-binding commitments.
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